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CERTIFICATE AS TO PARTIES,
RULINGS, AND RELATED CASES

A. Parties And Amici
Plaintiff-Appellant is the Committee to Protecudaalists. The

Committee to Protect Journalists is a nonprofiaoigation that promotes press
freedom and defends the right of journalists tarethe news safely and without
fear of reprisal. Appellees are elements of thelligence Community of the
United States government: the Central IntelligeAgency, the Department of
Justice, the National Security Agency, and thed@fbf the Director of National
Intelligence. Each of the Appellees is subjedh®Freedom of Information Act, 5
U.S.C. 8 552. There were no amici before the Bis@ourt.

B. Ruling Under Review

CPJ appeals the Order and Memorandum Opinion (43pp. 3d 36
(2020)) issued by the Hon. Trevor N. McFadden, éthibtates District Judge,
granting the Appellees’ Motion for Summary Judgmemd denying CPJ’s Cross-
Motion for Summary Judgment, entered on Janua®pB). Copies of the Order
and Memorandum Opinion are included in the AppendiA. at 339, 352.

C. Related Cases

This case has not previously been up on appeatd#is Court and there

are no related cases.
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CORPORATE DISCLOSURE STATEMENT

Pursuant to Rule 26.1 of the Federal Rules of ApfmProcedure and D.C.
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this Corporate Disclosure Statement. The Commitderotect Journalists is a
nonprofit, nonpartisan organization that promotesg freedom worldwide. The
Committee to Protect Journalists has no parent eogy@and no publicly held
company has a 10% or greater ownership interabeilCommittee to Protect

Journalists.
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JURISDICTIONAL STATEMENT

The District Court had jurisdiction over this actipursuant to the
Freedom of Information Act (“FOIA”), 5 U.S.C. 8§ 5&9(4)(B), and pursuant to
28 U.S.C. § 1331. Plaintiff-Appellant the Commett® Protect Journalists
(“CPJ”) served FOIA requests on five elements, emer agencies, of the
Intelligence Community, all of which are subjectROIA: the Central Intelligence
Agency, the Federal Bureau of Investigation, thadwal Security Agency, the
Office of the Director of National Intelligence,dthe Department of State. The
requests sought documents related to the duty,runtddligence Community
Directive 191, to warn a person under a known threa this case, the journalist
Jamal Khashoggi, prior to his murder by the Saudikan government. All the
agencies, except the Department of State, respdndat/oking theGlomar
doctrine—t.e., asserting that merely to acknowledge the exigt@naonexistence
of documents responsive to CPJ’'s requests woulgpommse national security.
The District Court upheld th@&lomarresponses, granting summary judgment for
the government and issuing a final order that disdaoof all parties’ claims on
January 6, 2020. J.A. at 352 (Order). Plaintifés] a timely Notice of Appeal on
March 4, 2020 as to the four defendants that pem4&lomarresponses. This

Court has jurisdiction pursuant to 28 U.S.C. § 1291
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STATEMENT OF ISSUES

1. Given that the Intelligence Community operates i@sjglential directive as an
“integrated” whole and the FOIA requests here gibstonembers’ shared
interagency responsibilities under Intelligence @amity Directive 191, when
one IC element (the Department of State) state@iritieely” that “the United
States” lacked advance knowledge of Jamal Khasl®odgappearance, should
the other elements still have been allowed to ievitlieGlomar doctrine? The
District Court said yes. CPJ asks this Court torsa

2. Were the agencies’ conclusory declarations—whidérefl no meaningful
detail as to how nofslomarresponses purportedly would compromise national
security, reveal intelligence sources and methoddisclose information
related to the NSA or communications intelligencegdlly sufficient to
supportGlomarresponses? The District Court said yes. CPJtagk€ourt to
say no.

STATEMENT OF THE CASE

l. BACKGROUND

This case arises from the brutal murder of joustaiamal Khashoggi by the
Saudi Arabian government. Mr. Khashoggi, a Saudbfan dissident and U.S.

resident, was a prominent journalist who often wrattically about, and
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criticized, the Saudi Arabian governmeéntn one of his columns foFhe
Washington PostMr. Khashoggi wrote: “I can speak when so manynca. |

want you to know that Saudi Arabia has not alwagesnbas it is now. We Saudis
deserve better”” The central issue in the case is what, if angthihe IC Elements
knew in advance about the threat to Mr. Khashaaygi, what, if anything, they did

to meet their duty to warn him if they had knowledy the threat.

A. The U.S. Intelligence Community And Its Duty To Wamn Under
IC Directive 191

1. The Integrated Intelligence Community

The U.S. Intelligence Community (“IC”) is a groupagencies that, by
presidential directive,dperate as part of an integrated Intelligence Comnity,
as provided in law or this order SeeExec. Order No. 12,333 § 1.7, 46 Fed. Reg.
59,941, 59,952 (Dec. 8, 1981¢printed as amended B0 U.S.C. § 3001 note
(emphasis added). As stated on its own officiddsite, the IC “relies heavily on

collaboration among its constituent elemerits.”

! Seelamal Khashoggiamal Khashoggi: All you need to know about Saudi

journalist's deathBBC (June 19, 2019), https://www.bbc.com/news/wandope-
45812399.

2 Jamal Khashoggtaudi Arabia wasn't always this repressive. Now it’
unbearable THE WASH. PosT (Sept. 18, 2017),
https://www.washingtonpost.com/news/global-opinfemg2017/09/18/saudi-
arabia-wasnt-always-this-repressive-now-its-unldgara

3 Collaboration INTEL.GOV,
https://www.intelligence.gov/index.php/mission/otatues/344-collaboration (last
visited June 27, 2020).
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Confirming the notion of the IC as an “integratediole, the IC repeatedly
speaks of itself in the first-person plural: “Owstomers include the president,
policy-makers, law enforcement, and the militaty“The Intelligence Community
is made up of 17 elements that each focus on erdiif aspect of our common
mission.” The IC describes itself as “a multi-agency comityuworking on
behalf of our fellow Americans” and refers to thedlements as “our
organizations ®

Five of those 17 organizations received FOIA retpiresm CPJ, and four
are now before this Court as appellees: the Offfdbe Director of National
Intelligence (“ODNI”); the Central Intelligence Agey (“CIA”); the National
Security Agency (“NSA”); and the Federal Bureaurofestigation (“FBI”)
(collectively, the “IC Elements”). The fifth IC &inent to receive FOIA requests
from CPJ was the Department of State. Those régjuese resolved by
agreement, leading to CPJ’s voluntary dismiss@heDepartment of State as a

defendant below.

2. Intelligence Community Directive 191

4 Mission INTEL.GOV, https://www.intel.gov/mission (last visited JURé,

2020).

> How the IC WorksINTEL.Gov, https://www.intel.gov/how-the-ic-works (last
visited June 27, 2020).

® Home INTEL.GOV, https://www.intel.gov/Our OrganizationsINTEL.GOV,
https://www.intel.gov/how-the-ic-works#our-organizas (last visited June 27,
2020).
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More than three years before Mr. Khashoggi's myrtker Director of
National Intelligence issued Intelligence Commuiiyective 191 (“IC Directive
191"). IC Directive 191 provides that “[a]n IC edent that collects or acquires
credible and specific information indicating an emging threat of intentional
killing, serious bodily injury, or kidnapping diresx at a person . . . shall have a
duty to warn the intended victim.” IC Directive 18 E.1.

IC Directive 191 expressly calls for cooperation amformation sharing
among IC elements, as well as documentation otlar@ats and warnings. I1C
elements are required under the Directivedocument and maintain recordsn”:

* “[tlhe method, means, and substance of any wargiven by the IC

element”;

» “[s]enior officer reviews of threat information adéterminations”;

* “[jJustifications not to warn an intended victimded on waiver criteria

identified in [IC Directive 191];

* “[c]oordination with the FBI, or CIA . . . to detamine how best to pass

threat information to the intended victim”;

» “[d]ecisions to inform the intended victim in ligbt exigent

circumstances that preclude prior consultation”,

* “[clommunication of threat information to anotHé&r element or U.S.

government agency for delivery to the intendedim¢tand



USCA Case #20-5045  Document #1850203 Filed: 07/06/2020  Page 15 of 76

» “[n]otification to the originating IC element of thoand when threat
information was delivered to the intended victim.”
Id. 8 F.13 (emphasis added).

Given these requirements, if the IC Elements hadmck information about
the threat to Mr. Khashoggi’s life, then they natyohad a legal duty to warn
him—they would necessarily have documents about thew executed on, or
failed in, that duty. The IC Elements also wouséé documents about their

related dealings with one another.

B. The State-Sponsored Killing Of Journalist Jamal Khahoggi And
Its Aftermath

1. Saudi Agents’ Murder And Dismemberment Of Mr.
Khashoggi

The key facts about Mr. Khashoggi's death have badaly reported by
U.S. and non-U.S. government agencies, human rgggemizations, and leading
media organizations, and are subject to this Ceyutlicial notice.See, e.g.
Wash. Post v. Robinsp835 F.2d 282, 291 (D.C. Cir. 1991) (citiAgee v.
Muskie 629 F.2d 80, 81 n.1, 90 (D.C.Cir.1980)) (takindigial notice of facts
generally known as a result of newspaper artickksporters Comm. for Freedom
of Press v. FBI369 F. Supp. 3d 212, 215 n.2 (D.D.C. 2019) (tgkudicial notice
of news articles)see generallyred. R. Evid. 201(b), (c). On October 2, 2018, Mr

Khashoggi went to the Saudi consulate in Istanibutkey to obtain
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documentation required for his upcoming marriagk team of 15 Saudi agents
grabbed Mr. Khashoggi, injected him with an unkndweavy sedative, and began
suffocating him with a plastic b&gAudio transcriptions released by Turkish
intelligence showed that Mr. Khashoggi struggled eepeatedly pled for his life.
After the Saudi agents killed Mr. Khashoggi, theytiated his body with a bone
saw:’

Once the news of Mr. Khashoggi’'s death emergedyrtgfpegan to circulate

almost immediately that Crown Prince Mohammed @Eimfan of Saudi Arabia

had personally ordered the killif§.U.S. and international scrutiny to this day

! J.A. at 202 (Bethan McKernafamal Khashoggi Was Worried About
Consulate Visit, Says FianGéEHE GUARDIAN (Oct. 26, 2018, 10:22 PM),
https://www.theguardian.com/world/2018/oct/26/jarkbBhshoggi-was-worried-
about-consulate-visit-says-fiancee).

8 Ben Hubbard & David D. Kirkpatrickaudis Shift Account of Khashoggi
Killing Again, as 5 Agents Face Death PenaltyY. TIMES (Nov. 15, 2018),
https://www.nytimes.com/2018/11/15/world/middleaatidi-arabia-khashoggi-
death-penalty.html; Jackie Northabh,N. Report Implicates Saudi Crown Prince
in Killing of Jamal KhashoggiNPR (June 19, 2019, 5:06 PM),
https://www.npr.org/2019/06/19/734157980/u-n-repomplicates-saudi-crown-
prince-in-killing-of-jamal-khashoggi.

’ Abdurrahmarfimsek & Nazif KaramanSaudi Hit Squad’s Gruesome
Conversations During Khashoggi’'s Murder RevealediLy SABAH (Sept. 9,
2019, 2:49 PM), https://www.dailysabah.com/invesstigns/2019/09/09/saudi-hit-
squads-gruesome-conversations-during-khashoggidenuevealed

10 Ben HubbardOne Killing, Two Accounts: What We Know about Jamal
Khashoggi's DeathN.Y. TIMES (Oct. 20, 2018),
https://www.nytimes.com/2018/10/20/world/middledidsashoggi-turkey-saudi-
narratives.html.

1 Ppatrick WintourEvidence Suggests Crown Prince Ordered Khashoggi
Killing, Says Ex-MI6 ChiefTHE GUARDIAN (Oct. 19, 2018, 10:08 AM),

7
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continues to focus on the possibility that this waste-sanctioned murder

implicating the highest levels of the Saudi goveenin

2.  The Global Demand For Accountability

“[Mr.] Khashoggi's disappearance, and the factaltagations regarding his
killing in Saudi custody, have continued to be dtareof intense interest among
the public, legislators, other policymakers, angrj@lists.” J.A. at 318-190pen
Soc'y Justice Initiative v. CIAB99 F. Supp. 3d 161, 167 (S.D.N.Y. 2019)). The
plaintiff in Open Society Justice Initiative v. Cl&leading human rights
organization, made FOIA requests to the DepartroeState and the Department
of Defense, seeking “all records relating to tHerlg of U.S. resident Jamal
Khashoggi, including but not limited to the CIAiadings on and/or assessment of
the circumstances under which he was killed anti®identities of those
responsible.” J.A. at 311d( at 162).

TheOpen Societgourt rejected a government request to slow theoht
production of responsive documents. The courtdite “paramount public
importance and urgency to OSJI's request for recbehring on the information
known to the federal agencies regarding Khashogligappearance.” J.A. at 319

(id. at 167). In that litigation, the CIA and the ODNdve publicly acknowledged

https://www.theguardian.com/world/2018/oct/19/crepnmce-mohammed-jamal-
khashoggi-killing-mi6-sir-john-sawers.

8
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that they have “records relating to the killinglfS. resident Jamal Khashoggi,
including but not limited to the CIA’s findings @nd/or assessment of the
circumstances under which he was killed and/oidbatities of those
responsible.” J.A. at 311d( at 162);see alsa).A. at 325 (Joint Status Letter,
Open Soc'y Justice Initiative v. GIA9-cv-00234-PAE, ECF No. 99 (S.D.N.Y.
Sept. 24, 2019)).

The “intense interest” noted by tipen Societgourt began immediately
after Mr. Khashoggi’'s murder. The Senate Foreigiaions Committee promptly
urged President Trump to make “a determinatiorhenmposition of sanctions
pursuant to the Global Magnitsky Human Rights Actability Act with respect
to any foreign person responsible for . . . a [hmmghts] violation related to Mr.
Khashoggi.*? The Global Magnitsky Human Rights Accountabilitgt requires
the President to determine whether a foreign peissogsponsible for an
extrajudicial killing, torture, or other gross vation of internationally recognized

human rights against an individual exercising feradf expression’

12 J.A. at 224 (Press Release, U.S. Sen. Comm. aigroRelations, Corker,
Menendez, Graham, Leahy Letter Triggers Global Ntagy Investigation Into
Disappearance of Jamal Khashoggi (Oct. 10, 2018),
https://www.foreign.senate.gov/press/chair/releas&er-menendez-graham-
leahy-letter-triggers-global-magnitsky-investigatimto-disappearance-of-jamal-
khashoggi)

B,
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On October 22, 2018, over 50 Members of Congressavio then-Director
of National Intelligence Daniel Coats, inquiringoalb what actions had been taken
regarding IC Directive 191 and Mr. KhashodgiThe following week, another
group of Senators wrote to Director Coats: “Dinex{191] is a clear message to
the American people that the U.S. government teeeted threats seriously and
prioritizes the protection of individuals as a reatf national security.
Consequently, questions regarding whether Mr. Kbgghwas notified of known
threats to his life have raised serious conceths.”

Senators of both parties have reinforced the neettdnsparency and
accountability. Bob Corker, Republican of Tennessleen-chair of the Senate
Foreign Relations Committee, said, “I think a pneds to be paid . . . . |, along
with others in the Senate, requested the admitiztraonduct a thorough Global
Magnitsky sanctions determination regarding thedeuof Jamal Khashoggt®

Senator Ben Sasse, Republican of Nebraska, saiMith&hashoggi’'s

14 Press Release, More than 50 Members of CongrdserCiae Trump

Administration to Release Evidence of Prior U.S.ad@ness of the Saudi Plot to
Capture Khashoggi (Oct. 22, 2018), https://pocamsbagov/media-center/press-
releases/more-than-50-members-of-congress-calhestrtump-administration-to.
15 J.A. at 227 (Letter from Richard Blumenthal ef B.S. Senators, to Daniel
Coats, Dir. Of Nat'l Intelligence (Oct. 30, 2018)).

16 Press Release, U.S. Senate Comm. on Foreign ®telaCorker Statement
on U.S. Sanctions Against Saudi Arabian Officiats Murder of Jamal Khashoggi
(Nov. 15, 2018), https://www.foreign.senate.govgsiehair/release/corker-
statement-on-us-sanctions-against-saudi-arabiaciad§-for-murder-of-jamal-
khashoggi.

10
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disappearance would not be “swept under the rug’that he believed there
should be an “international investigation” into whappened’ Senator Cory
Booker, Democrat of New Jersey, said, “I'm worradabut efforts to cover this up
and I'm worried about our administration willing jiest go along and get along
because of a lot of the financial interests thammight have.*®

On December 13, 2018, the Senate unanimously passslution that
held the Crown Prince personally responsible ferdbath of Mr. Khashogd. In
the same session, the Senate also, for the fmstiti its history, invoked the War
Powers Act, and voted to end U.S. military assistain Saudi Arabia over
Mr. Khashoggi's executioff’

In December 2018, CIA Director Gina Haspel brieifemters of Senate

committees on the mattér.Immediately afterward, Senator Corker publichtst

17 Mick Krever,Republican Senator: Khashoggi Disappearance Woe't B

“Swept Under the Rug”CNN (Oct. 17, 2018, 2:42 PM),
https://www.cnn.com/2018/10/17/politics/khashogasse-amanpour/index.html.
18 Hunter WalkerCory Booker Says the U.S. Needs to “Reexamine” Its
“Entire Relationship” with Saudi ArabiaYAHoo NEws (Oct. 18, 2018),
https://www.yahoo.com/news/cory-booker-says-u-sdaae-examine-entire-
relationship-saudi-arabia-211344667.html.

19 Seel.A. at 231 (Julie Hirschfeld Davis & Eric SchmBenate Votes to End
Aid for Yemen Fight Over Khashoggi Killing and Satutar Aims N.Y. TIMES
(Dec. 13, 2018), https://www.nytimes.com/2018/124$Rolitics/yemen-saudi-
war-pompeo-mattis.html).

20 .

21 J.A. at 237 (Olivia Gazis, Bo Erickson, Camilo Maya-Galvez] indsey
Graham After CIA Briefing on Jamal Khashoggi Murdé&rhere’s a Smoking
Saw”, CBSNEws (Dec. 4, 2018, 12:19 PM),

11
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that “[i]f the crown prince went in front of a jurie would be convicted in 30
minutes.?? Referring to the killers’ use of a bone saw tsntkmber Mr.
Khashoggi, Senator Lindsay Graham stated: “Theretsa smoking gun—there’s
a smoking saw?®

The demand for transparency and action has beemational. On
October 25, 2018, the European Parliament adoptedadution emphasizing “the
need for a continued thorough, credible and tramspanvestigation, in order to
shed proper light on the circumstances of the muwti@amal Khashoggi and to
ensure that all those bearing responsibility atd fudly to account.®*

The United Nations commissioned an investigatiorspgcial Rapporteur
Agnes Callamard. The Special Rapporteur deterntim&dMr. Khashoggi's
murder “represent[ed] no less than six violatioosinternational human rights
law.?®> Her office also appealed to the UN Human Righisi@il, the UN Security

Council, and the UN Secretary-General for an “mé&tional criminal

https://www.cbsnews.com/news/khashoggi-murder-a@ctbr-gina-haspel-briefs-
senators-on-killing-today-live-updates/).

22 J.A. at 236il.).

2 J.A. at 236il.).

24 Resolution of 25 October 2018 on the Killing otidmalist Jamal Khashoggi
in the Saudi Consulate in Istanbuljf= PARL. Doc. PV 13.18 (2018).

25 Khashoggi Murder “an International Crime”, Says UAppointed Rights
Investigator: Special In-Depth UN News IntervidWN NEws (June 20, 2019),
https://news.un.org/en/story/2019/06/1040951.

12
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investigation.?® Almost one year after her report, Ms. Callamangkd, “The US
Congress must continue to push for the adminisinab release secret findings on
the full extent of Prince Mohammed Bin Salman’srwl the brutal killing of
Jamal Khashoggi. Such findings must be made ptiffic

Despite the global and nonpartisan call for inggdion and transparency,
the U.S. government has remained largely unrespensihe tone has been set at
the top. President Trump has said, for exampég,ttie United States would favor
continued arms sales to the Saudi government @ditianal investigatiorf®
Secretary of State Mike Pompeo has said he simgipat “want to talk about any
of the facts,” and “[the Saudi government] didn#nt to either.? In December

2019, Congress passed a law requiring the ODNlbong an unclassified report

% d.

27 Agnes Callamard]amal Khashoggi: The Latest Act in a Parody of idest
but not the Final Act for Justic€oLumM. U. GLOBAL FREEDOM OFEXPRESSION
(May 22, 2020),
https://globalfreedomofexpression.columbia.edu/tgsl2020/05/jamal-
khashoggi-the-latest-act-in-a-parody-of-justice-bat-the-final-act-for-justice/.
28 J.A. at 270 (Chuck ToddPresident Trump's Full, Unedited Interview with
Meet the PressNBC NEws (June 23, 2019),
https://www.nbcnews.com/politics/meet-the-presSient-trump-s-full-unedited-
interview-meet-press-n1020731).

2 Megan KellerPompeo: Saudis Didn’t Want to Discuss “Any of tlaets”

in Khashoggi Disappearanc@He HiLL (Oct. 17, 2018, 12:06 PM),
https://thehill.com/homenews/administration/411§48npeo-saudi-arabia-didnt-
want-to-discuss-any-of-the-facts-in.
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on Mr. Khashoggi’'s murder to Congress. Insteadrahruary of 2020, the ODNI

submitted only a classified versidh.

C. The Department of State, An IC Element, Publicly Al
“Definitively” Confirms That “The United States Had No
Advance Knowledge Of Jamal Khashoggi’'s Disappearaet

Shortly after the assassination of Mr. KhashoggiQOatober 10, 2018, the
U.S. Department of State repeatedly said, pub&cly “definitively,” that “the
United States” had lacked advance knowledge ofttreaat to Jamal Khashoggi's
life.3* The context was an official Department of Statesp briefing—an on-the-
record public event regularly staged by the Depantnand archived on its
website. A journalist asked about a report “ttzad shat the U.S. had intelligence,
overheard or intercepted communications, suggeshtiaigthere was a threat to Mr.
Khashoggi should he go [to Turkey£” The Department of State’s response was:

“[Allthough | cannot comment on intelligence magtdrcan say definitivelythe

% Ellen Nakashima.awmakers Want the DNI to Make Public the Intehige
Community’s Assessment of Who's Responsible flindg<damal KhashoggiTHE
WASH. PosT (Mar. 3, 2020, 9:48 AM), https://www.washingtonposm/national-
security/lawmakers-want-the-dni-to-make-public-thelligence-communitys-
assessment-of-whos-responsible-for-killing-jamaddtinoggi/2020/03/03/aafa70ee-
5d07-11ea-9055-5fa12981bbbf_story.html.

3 Office of the SpokespersoDepartment Press Briefind).S.DEP T OF

StATE (Oct. 10, 2018), https://www.state.gov/briefingggdrtment-press-briefing-
october-10-2018/.

% d.
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United States had no advanced knowledge of Jamaaglioggi’s
disappearancg??

The Department of State proceeded to confirm thet pmice more. A
journalist asked again: “[D]id you have any advwakaowledge that there might
be some kind of threat to [Mr. Khashoggi] shouldjoeinto the consulate in

Istanbul 24

The State spokesman again said a clear and woeglino: Wehad
no advanced knowledgé> Asked a third time, the spokesman said agaircafi
definitively say that we had no knowledge in advaraf Mr. Khashoggi’'s
disappearancg*® Notably, the statements asserted a lack of krdyedy the
United States government as a whole—not just thgaBRment of State.

These three Department of State statements staidhip contrast to reports
by leading news organizations that U.S. intelligeagencies did, in fact, have
advance knowledge of the threat to Mr. Khashodgicording to one major
newspaper, information about threats against Maskiloggi’s life had “been

disseminated throughout the U.S. government andceaisined in reports that are

routinely available to people working on U.S. pglioward Saudi Arabia or

33

Id. (emphasis added).
.

% 1d. (emphasis added).
% 1d. (emphasis added).
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related issues® According to another major newspaper, in a cosafon
intercepted by U.S. intelligence agencies in Au@st7, the Crown Prince told an
aide he would use “a bullet” on Mr. Khashogdyilntercepted communications
also reportedly helped the CIA conclude, afterféat, that the Crown Prince had
likely ordered Mr. Khashoggi's executiGh.

The tension between these published reports andepartment of State’s
statements highlighted the need for greater trapspg. CPJ is a U.S.-based
nonprofit organization that advocates for the sadéfjournalists like Mr.
Khashoggi, and for accountability when journalits harmed or kille®® As CPJ
has noted in support of its Global Campaign Agalimgtunity: “Murder is the

ultimate form of censorship, yet the perpetratoesseldom held to account. In

37 Philip Bump,What We Know About What the Government Knows About
Jamal Khashoggi’ s Disappearand&/asH. PosT (Oct. 17, 2018, 10:53 AM),
https://www.washingtonpost.com/politics/2018/10i¢fAat-we-know-about-what-
government-knows-about-jamal-khashoggis-disappearan

38 SeeMark Mazzetti,Year Before Killing, Saudi Prince Told Aide He Wbul
Use “a Bullet” on Jamal KhashoggN.Y. TIMES (Feb. 7, 2019),
https://www.nytimes.com/2019/02/07/us/politics/khaggi-mohammed-bin-
salman.html.

¥ J.A. at 206 (Warren StrobelJA Intercepts Underpin Assessment Saudi
Crown Prince Targeted KhashogdVaLL St.J. (Dec. 1, 2018, 1:33 AM),
https://www.wsj.com/articles/cia-intercepts-underpssessment-saudi-crown-
prince-targeted-khashoggi-1543640460).

9 See, e.gWhat We DpCOMMITTEE TO PROTECTJOURNALISTS,
https://cpj.org/about/ (last visited June 21, 202@Kkas |. Alpert,Coronavirus
Consequence: Crackdown on Press Freedom World-\WWdeL St. J. (Apr. 2.
2020, 10:43 AM), https://www.wsj.com/articles/coamirus-consequence-
crackdown-on-press-freedom-world-wide-11585838&Mg CPJ as authority
on global press freedom).

16
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nine of 10 cases where a journalist has been &ddet murder, their killers go

free.”™ In furtherance of its mission, CPJ proceedecktussits FOIA requests.

[I.  FOIA REQUESTSAND RESPONSES
A. The FOIA Legal Framework

In serving its FOIA requests, CPJ was invokinglsetstatutory rights
in the public interest. FOIA expressly provideattagencies must produce
requested documents within 20 days unless an examgriumerated in the statute
applies. 5 U.S.C. § 552(a)(6)(A)(i) (2018).

FOIA Exemptions 1 and 3 are relied on by the gowvemt here. Exemption
1 provides for withholding of documents that ard)“épecifically authorized
under criteria established by an Executive orddret&ept secret in the interest of
national defense or foreign policy and (B) areactfproperly classified pursuant to
such Executive order.1d. 8 552(b)(1).

Exemption 3, in turn, applies to documents thatspecifically exempted

from disclosure by statute (other than section S&his title), if that statute—

(A)
(i) requires that the matters be withheld fromplélic in such a
manner as to leave no discretion on the issue; or
(i) establishes particular criteria for withhaldi or refers to particular
types of matters to be withheld; and
(B) if enacted after the date of enactment of@REN FOIA Act of 2009,
specifically cites to this paragraph.

“1 Global Campaign Against Impunjt€oMMITTEE TO PROTECTJOURNALISTS,

https://cpj.org/campaigns/impunity/ (last visitachd 30, 2020).
17
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Id. § 552(b)(3).

Also relied on here by the government is the steddiGlomar’ form of
response to a FOIA request. This is the name giean an agency refuses to
acknowledge whether responsive documents evenaxigit. TheGlomar
approach is found nowhere in FOIA’s statutory @xainy government regulation.
Rather, it was invented by the CIARillippi v. CIA where the CIA refused to
confirm or deny its ties to a submarine retrievapsalled the Glomar Explorer.
546 F.2d 1009, 1013 (D.C. Cir. 1976). As this Gdars made clear,@lomar
response is an extreme agency action that sholydoerused in “rare

situation[s].” Bartko v. U.S. Dep’t of Justic898 F.3d 51, 63 (D.C. Cir. 2018).

B. CPJ's Requests For Documents Related To The Duty TWwarn
And Mr. Khashoggi

CPJ served FOIA requests on each of the ODNI, Biethe CIA and the
NSA, as well as the Department of State—all fiverages being members of the
U.S. Intelligence Community. CPJ’s requests weriobows:

Request 1: Procedures or guidance for determiningther to warn,
or for delivering a warning to, an intended victomthose responsible
for protecting the intended victim, pursuant todative 191.

Request 2: Records concerning the duty to warnruDdective 191
as it relates to Jamal Khashoggi, including anypms relating to duty
to warn actions taken with respect to him.

Request 3: Records concerning any issue arisingngi€G] elements
regarding a determination to warn Khashoggi or wdive duty to

18
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warn requirement, or regarding the method for comoating threat
information to him.

Request 4 (for the ODNI only): Records relating aoy dispute
referred to the ODNI regarding a determination srrwKhashoggi or
waive the duty to warn requirement, or regarding thethod for
communicating threat information to him.

CPJ’s requests followed identical requests madkeg@same agencies by co-
plaintiff below, the Knight First Amendment Instiéu(“Knight Institute”); in fact,
CPJ’s request took the form of a cover letter,chiteg the Knight Institute’s
requests and requesting the same for CPJ. J38 @PJ FOIA Request Cover

Letter); J.A. at 21-36 (Knight Institute FOIA ReGts).

C. The IC Elements’ Glomar Responses, Refusing To Admit Or Deny
The Existence Of Responsive Documents

Each of the five agencies failed to respond to €Bdthe Knight Institute’s
FOIA requests within the statutorily mandated tipeeiod. The Knight Institute
then initiated this lawsuit to compel the five ages to produce responsive
documents. CPJ joined as a plaintiff on Januar2019. J.A. at 10 (Amended
Complaint). The parties negotiated a productidredaile.

With regard to CPJ’s FOIA Request 1, the Departroé@tate and the four
other IC Elements conducted and completed a séarcbsponsive records,
determined if any such records existed, and toggssto produce those records, in
part or in full. Those responses are not at is®ue. Nor is the Department of

State’s response at issue as it conducted seasoHeequests 2, 3, and 4, and in

19
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due course CPJ voluntarily dismissed its claimsrsgat. J.A. at 56-57 (Consent
Motion to Dismiss Defendant U.S. Department of §ta333 (Letter from Susan
C. Weetman, U.S. Department of State, to Kathleamall, Committee to Protect
Journalists).

This appeal focuses instead on the ODNI, the F&l,GIA and the NSA
(together, the four “IC Elements”) and th@lomarresponses to Requests 2, 3,
and 4. Each of the IC Elements responded to tngests by stating that they
could neither confirm nor deny the existence opogsive records. Each of the
four IC Elements invoked FOIA Exemptions 1 and 3nesbases for thesalomar
responses.

ODNI: On February 14, 2019, the ODNI asserted thasyant to FOIA
Exemptions 1 and 3, it could neither confirm nonyléhe existence of records
responsive to Requests 2, 3, or 4. J.A. at 65|@p&wn of Patricia Gaviria
(“ODNI Decl.”)). The ODNI contended that the fauftthe existence or
nonexistence of such records “is itself currentig aroperly classified, and could
reveal intelligence sources and methods informahanis protected from
disclosure pursuant to Section 102A(i)(1) of theidal Security Act of 1947.”
J.A. at 83 (ODNI Decl., Ex. C).

NSA: On March 11, 2019, the NSA asserted that, putsigaFOIA

Exemptions 1 and 3, it could neither confirm nongléhe existence of records

20
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responsive to Requests 2 and 3. J.A. at 89-90l¢xmn of Linda M. Kiyosaki
(“NSA Decl.”)), 105 (NSA Decl., Ex. B). The NSA ontended that the fact of the
existence or nonexistence of such records “is eeatly and properly classified
matter,” and that “the existence or non-existerfab® information” is protected
from disclosure by 18 U.S.C. § 798, 50 U.S.C. 884%0), 3605. J.A. at 105 (NSA
Decl., Ex. B).

CIA: On March 15, 2019, the CIA asserted that, pursteaFOIA
Exemptions 1 and 3, it could neither confirm nonyléhe existence of records
responsive to Requests 2 and 3. J.A. at 111 (Exa of Antoinette B. Shiner
(“CIA Decl.”)), 143-44 (CIA Decl., Ex. C). The Claontended that the fact of the
existence or nonexistence of such records “isfisglently and properly
classified and relates to CIA intelligence souraed methods information that is
protected from disclosure by Section 6 of the Cl& 8f 1949, 50 U.S.C. § 3507,
and Section 102A(i)(1) of the National Security A£t1947, 50 U.S.C.

8§ 3024(i)(1).” J.A. at 143-44 (CIA Decl., Ex. CThe CIA did not rely on Section
6 of the CIA Act, however, as a basis for@omarresponse in its declaration in
support of summary judgmengeel.A. at 126 (CIA Decl.).

EBI: On March 29, 2019, the FBI asserted that, pursitaExemptions 1

and 3, it could neither confirm nor deny the existof records responsive to

Requests 2 and 3. J.A. at 154 (Declaration of @8&i Hardy (“FBI Decl.”)).

21
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The FBI contended that “the mere acknowledgemeastiolf records’ existence or
nonexistence would in and of itself trigger harmrmé&tional security interests per
Exemption (b)(1) and/or reveal intelligence souraed methods per Exemption
(b)(3); 50 U.S.C. § 3024(i)(1).” J.A. at 154 (FBécl.), 171 (FBI Decl., Ex. C).

Exemption 1 protects records that are specificalithorized by an
Executive Order to be kept secret in the interésttional defense or foreign
policy and are in fact properly classified pursuansuch Executive Order. 5
U.S.C. 8§ 552(b)(1)(A). Each of the four IC Elensealkaims that the fact of the
existence or nonexistence of records regardingltine to warn Mr. Khashoggi is
exempt from disclosure pursuant to Section 3.6xafddtive Order No. 13,526, as
it meets the criteria for classification set foirtiSection 1.4 of the Executive
Order. J.A. at 67-71 (ODNI Decl.), 90-94 (NSA D&cl12-15 (CIA Decl.), 156-
60 (FBI Decl.). Per the Executive Order, “[ijnfoatron shall not be considered
for classification unless its unauthorized disctestould reasonably be expected
to cause identifiable or describable damage tom#t®nal security in accordance
with section 1.2 of this order, and it pertains to (c) intelligence activities
(including covert action), intelligence sourcesm@thods.” Exec. Order No.
13,526 § 1.4, 3 C.F.R. 298, 300 (2010).

With regard to Exemption 3, the IC Elements allraléhat the fact of the

existence or nonexistence of documents regardmgky to warn Mr. Khashoggi

22
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Is exempt from disclosure pursuant to Section 1)2B)(of the National Security
Act, which provides that the DNI “shall protectefligence sources and methods
from unauthorized disclosure.” 50 U.S.C. § 3044{iJ2018); J.A. at 83 (ODNI
Decl., Ex. C); J.A. at 105 (NSA Decl., Ex. B); J#.143-44 (CIA Decl., Ex. C);
J.A. at 171 (FBI Decl., Ex. C). The NSA also ineskSection 6 of the National
Security Agency Act, which provides that no lawdBlpe construed to require the
disclosure of the organization or any functionted fNSA], or any information

with respect to the activities thereof,” 50 U.S§3605(a) (2018), and 18 U.S.C.
8 798(a)(3), which makes illegal the sharing oEsified information “concerning
the communication intelligence activities of theitdd States.” 18 U.S.C.

§ 798(a)(3) (2018).

. THE DISTRICT COURT DECISION AND DOCKETING OF THE APPEAL

On August 28, 2019, the IC Elements filed a motmmsummary judgment.
J.A. at 59-60. CPJ opposed the IC Elements’ maimhfiled its own motion for
summary judgment on September 26, 2019. J.A. 2863

On January 6, 2020, the District Court granted@&Ilements’ motion for
summary judgment and denied CPJ’s motion for sumpuaigment. J.A. at 352.

CPJ timely appealed the order. J.A. at 353.
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SUMMARY OF THE ARGUMENT

A Glomarresponse is an extreme agency action that shoilydoe used in
“rare situations,’Bartko, 898 F.3d at 63, and is not supported on therdgord
made by the four IC Elements in this exceptionatliportant case. “The basic
purpose of FOIA is to ensure an informed citizenmigl to the functioning of a
democratic society, needed to check against caoomupind to hold the governors
accountable to the governedNLRB v. Robbins Tire Co437 U.S. 214, 242
(1978). AllowingGlomarresponses here defeats this purpose. The ofieiomw
extends a degree of deference to the IC Elemeatsstimot warranted by the
record, the FOIA statute, or this Court’s precesderithe specific errors supporting
reversal and remand are these:

First, Glomarresponses are unavailable here under the official
acknowledgment doctrine. That doctrine provides tihen the existence or
nonexistence of the responsive documents has hdxicly acknowledged by the
relevant government authorit§lomar responses become unavailable as a matter
of law. Precedent provides that when one constitoeember of a larger
government entity makes an official acknowledgméstiellow members are
bound by that acknowledgment.

In the circumstances of this case, the DepartmieState’s multiple

“definitive” statements that “the United Statestkad knowledge of the threat to
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Mr. Khashoggi are binding on the other IC Elemewd® before this Court. CPJ’s
FOIA requests go to a matter of shared legal resipoity cutting across the entire
IC: The duty to warn that applies to all IC mensbender IC Directive 191. On
the face of the IC Directive, that duty requireseration, communication, and
documentation across IC member agencies. Accdydimien a leading agency,
such as the Department of State, speaks for the ¢Gt(indeed, the entire federal
government) on a matter of responsibility sharedsscthe IC, that statement
should be treated as maki@domarresponses unavailable to other IC Elements.
Second, the four IC Elements’ declarations in suppbtheir Glomar
responses were so thin and conclusory as to b#ylegsufficient. The law
requires thaGlomarresponses be supported by detailed evidence démaong
that theGlomarapproach is logical or plausible in the specificumstances. The
IC Elements’Glomarresponses here fell far short of that legal stethda
» The Department of State’s “definitive” statemeihiatt‘the United
States” lacked advance knowledge of Mr. Khashogtjsappearance are
alone enough to render the other IC Eleme@Gtsmarresponses illogical
and implausible. If the Department of State’sestsnts are true, then
the IC Elements’ contention that acknowledgingeRkistence or
nonexistence of responsive documents would harman@tsecurity is

plainly wrong. Simple logic dictates that there t& no harm to
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national security from the four IC Elements simpéying, in substance,
what their fellow IC member, the Department of Stdias already said,
in substance: “The U.S. government had no advkenowledge,
therefore we have no records.” But if the Departhod State’s
statements were false, then tABlmarresponses are impermissible for a
very different reason: The Department of Staterha$ed the American
people, and the public interest urgently demandsdu scrutiny. The
District Court entirely failed to weigh the probagivalue of the
Department of State’s official statements againstdther four IC
Elements’Glomar justifications. That alone is reversible error-éato

be clear, it is reversible error even if the Depenit of State’s statements
are not treated as an official acknowledgmentigh&drmally binding
across the IC.

* The declarations also lack the detail requiredasspmnuster under the
demanding legal standard fGtomarresponses. Across the board, each
IC Element has simply said in conclusory fashiat tronGlomar
responses would compromise national security. ddadarations provide
no detail that would allow scrutiny of the IC Elemt& position. The IC
Elements have not explained and cannot explainrnevely

acknowledging the sheer existence or nonexistehdecauments would,
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by itself, necessarilgeveal any intelligence sources or methods, or the
identity of individuals under surveillance.
For the foregoing reasons, this Court should revéhs District Court’s
order and remand for further proceedings.

STANDARD OF REVIEW

This Court reviews summary judgment ordeesnovo “Under the FOIA,
‘the burden is on the agency to sustain its actammg [the court] reviews de novo
the agency’s use of a FOIA exemption to withholdwoents.” Am. Civil
Liberties Union v. CIA710 F.3d 422, 427 (D.C. Cir. 2013ee5 U.S.C.
§ 552(a)(4)(B).

ARGUMENT

l. ALL THE GLOMAR RESPONSESARE LEGALLY |IMPERMISSIBLE BECAUSE OF
THE OFFICIAL ACKNOWLEDGMENT THAT “T HE UNITED STATES” LACKED
KNOWLEDGE OF THE THREAT TO MR. KHASHOGGI

The IC Elements attempt to do here what settledfdataids:i.e., to “rely on
an . .. exemption claim to justify withholding anfnation that has been ‘officially
acknowledged’ or is in the ‘public domain.Davis v. U.S. Dep’t of Justic668
F.2d 1276, 1279 (D.C. Cir. 1992%ee also Am. Civil Liberties Union v. CIALO
F.3d at 426-27. Here, when the Department of Skatged advance knowledge of
the murder of Mr. Khashoggi on behalf of “the Uditétates,” it necessarily
admitted a lack of documents responsive to CPJI1&\F&quests across the

Executive Branch. For if there was no “advancevdedge,” then logically there
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could have been no duty to warn. That means,rm that there could be no
documentation of how such a duty was or was nahdigged. The Department of
State is a member of the IC; the IC is by law méamiperate as an integrated
whole; and the Department of State’s statementd segrarely to a matter of
shared responsibility among IC members under Dred91. Accordingly, as a
matter of law, the Department of State’s statemdesived the CIA, the FBI, the
NSA, and the ODNI—as fellow members of the IC—ad #bility to shelter

behindGlomarresponses.

A. Glomar Responses Are Legally Impermissible Because The
Government-Wide Nonexistence Of The Information Soght Has
Been Officially Acknowledged

The IC Elements cannot rely @lomarresponses given the legal rule
settled across the circuits that “[a]n agency lases its ability to provide a
Glomarresponse when the existence or nonexistence @eittieular records
covered by thé&lomarresponse has been officially and publicly disatbse
Wilner v. NSA592 F.3d 60, 70 (2d Cir. 200%®ke also, e.gBroward Bulldog,

Inc. v. U.S. Dep’t of Justic®39 F.3d 1164, 1185 (11th Cir. 2019) (recognizhmey
official acknowledgment doctrineJanangelo v. Treasury Inspector Gen. for Tax
Admin, 726 F. App’x 660, 661 (9th Cir. 201&grt. denied139 S. Ct. 490 (2018)
(recognizing the official acknowledgment doctrin&im. Civil Liberties Union v.

U.S. Dep't of Justice640 F. App’'x 9, 11 (D.C. Cir. 2016) (sam&gnkataram v.

28



USCA Case #20-5045  Document #1850203 Filed: 07/06/2020  Page 38 of 76

Office of Info. Policy590 F. App’x 138, 139 (3d Cir. 2014) (samidgrrick v.
Garvey 298 F.3d 1184, 1193 (10th Cir. 2002) (same)théncircumstances of this
case, the Department of State’s public statemeantadge the binding official
acknowledgment.

This case readily meets this Circuit’s three-past for when an agency’s
statement amounts to an official public acknowledgt “Information is
officially acknowledged by an agency where: (1g‘ithformation requested [is] as
specific as the information previously released)’the requested information
‘match[es] the information previously disclosedhda(3) the requested information
was already ‘made public through an official andwnented disclosure.”See
BuzzFeed, Inc. v. DQ344 F. Supp. 3d 396, 407 (D.D.C. 2018) (quoting
Fitzgibbon v. CIA911 F.2d 755, 765 (D.C. Cir. 1990)). Each profhthe test is
met here.

The Department of State statements easily medirsitéwo prongs of the
waiver test—which, as this Court has noted, co#tapto one in thé&lomar
context. See Wolf v. CIA473 F.3d 370, 379 (D.C. Cir. 2007) (“[1]f the qri
disclosure establishes the existence (or not)aros responsive to the FOIA
request, the prior disclosure necessarily match#dsthe information at issue—the
existence of records—and the specific requestiatrinformation.”). The

Department of State’s statements necessarily natdlspeak with specificity to
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the information that CPJ seeks: Across the Exeeranch, there can be no
“duty to warn” records if the United States hadpnomr knowledge of threats to
Mr. Khashoggi's life. SeelC Directive 191.

The third prong is met as welle., the Department of State’s statements
were an “official and documented disclosuré&itzgibbon 911 F.2d at 765. The
statement was made through an “official and docue®rchannelid., an official
Department of State press conferenSeeOffice of the Spokesperso@ur
Mission U.S.DEP T OF STATE, https://www.state.gov/bureaus-offices/under-
secretary-for-public-diplomacy-and-public-affairgfbau-of-global-public-
affairs/office-of-the-spokesperson/ (last visitechd 29, 2020) (the mission of the
Department of State’s Bureau of Public Affairs [[§d' communicate U.S. foreign
policy objectives to the American public.”). The®au of Public Affairs’ press
briefings are transcribed, and an archive of tAedcripts—including the
statements at issue here—is maintained on the Deear of State’s official
website. Office of the Spokespers@gpartment Press Briefind).S.DEP T OF
StATE (Oct. 10, 2018), https://www.state.gov/briefingggdrtment-press-briefing-

october-10-2018/.
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B. Because CPJ's FOIA Requests Go To A Matter Of Shacke
Interagency Responsibility Under IC Directive 191The
Department Of State’s Statements Bind Its Fellow ICElements
For FOIA Purposes Here

Both CPJ’s FOIA requests and the Department oEStakenial of
knowledge by “the United States” go squarely totaratof IC responsibility—not
any one agency’s responsibility—under IC Directh@d. As noted above, by
presidential directive,lfhtelligence Community elements within executive
departments . .shall operate as part of an integrated IntelligenGommunity,
as provided in law or this order SeeExec. Order No. 12,333 § 1.7, 46 Fed. Reg.
59,941, 59,952 (Dec. 8, 1981¢printed as amended B0 U.S.C. § 3001 note
(emphasis added). The IC describes itself as gavijoint mission to “collect,
analyze, and deliver foreign intelligence and cetintelligence information”;
toward that end, the IC “relies heavily on colladteyn among its constituent
elements.”Mission INTEL.GOV, https://www.intelligence.gov/mission (last viglte
June 29, 2020%kee alsdHow the IC WOrksINTEL.GOV,
https://www.intelligence.gov/how-the-ic-works (lassited June 29, 2020) (“The
Intelligence Community collaborates regularly toguice some key intelligence
products to that [sic] inform policy-makers and gresident, using both classified
and open source information.”).

Intelligence Community Directives, like IC Direcé\i91 at issue here, are
meant to establish a “consistent, coordinated ambroto matters of intelligence
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across IC member agencies. IC Directive 191 § BCLDirective 191 itself
contemplates information sharing and coordinatimorg elementsSeelC
Directive 191 88 F.11, F.12 (requiring IC elemethtst have duty-to-warn
information to consult with other IC elements undertain circumstances as well
as requiring notification of warning to other I@mglents if consultation is not
feasible).

This Circuit’s law permits one IC member to bincddrer in the
circumstances of this case. The situation heregpeoas favorably tdarino v.
Drug Enforcement Agencwhere this Court held that a disclosure by a U.S.
Attorney’s office was binding for FOIA purposes e Drug Enforcement
Administration (“DEA”). Marino v. DEA 685 F.3d 1076, 1082 (D.C. Cir. 2012).
The U.S. Attorney’s Office was deemed capable odlinig the DEA simply
because they were both “component[s] within thed&pent of Justice.ld. In
Marino, one government office was allowed to bind anosheply because they
sat in distant corners of the same Departmentsifciiorganization chart, with the
Attorney General at the top. This Court reinfortieat principle inCtr. for Pub.
Integrity v. U.S. Dep't of Energp87 F. Supp. 3d 50, 68 (D.D.C. 2018) by finding
that an “official disclosure by one component biagsther component of the
same agency.” There, a statement by the Nationealddr Security

Administration, a subcomponent of the Departmédirergy, triggered an

32



USCA Case #20-5045  Document #1850203 Filed: 07/06/2020  Page 42 of 76

official-acknowledgment waiver on behalf of the IO of the Inspector General of
the Department of Energid.

The principle fairly carries over to this case,hntihe IC here in a position
analogous to the Department of Justic®arino and the Department of Energy in
Center for Public Integrity If anything, the case here is more compelliRgther
than relying on a mechanical organization-charrag@ph, here there are crucial
reasons of substance and policy to favor recoggiaibinding effect. The matters
at issue here deal squarely with duties and redmbtiss imposed by IC Directive
191 that the Department of State and the IC Elesngmrespecifically in their
capacity as IC elementsMoreover, the Department of State’s statemetnitssae
expressly purported to speak for the entire IC artked, the entire federal
government. Office of the Spokespersbepartment Press Briefind).S.DEP' T
OF STATE (Oct. 10, 2018), https://www.state.gov/briefingggdrtment-press-
briefing-october-10-2018/ (“I can say definitivelye United Statevad no
advanced knowledge of Jamal Khashoggi's disappeargriemphasis added).

The District Court declined to follow this Courtislidance irMarino, and
instead applied a mistakenly rigid reading~ofigone v. CIA169 F.3d 772 (D.C.
Cir. 1999). It was reversible error to interplFetigoneas stating a bright-line rule
that an agency can only be bound, for FOIA puldkn@wledgment purposes, by

its very own statementsSee generalliN.Y. Times Co. v. U.S. Dep’t of Jus}izé6

33



USCA Case #20-5045  Document #1850203 Filed: 07/06/2020  Page 43 of 76

F.3d 100, 120 n.19 (2d Cir. 2014pinion amended on denial of reh'358 F.3d
436 (2d Cir. 2014)supplemented’62 F.3d 233 (2d Cir. 2014) (noting that “[a]
rigid application of [the official acknowledgmenbairine] may not be
warranted.”).

Frugoneinvolved aGlomarresponse issued by the CIA to a person seeking
his own employment records; the Office of Persoi@hagement (“OPM”) had
told the person that the CIA had the recorBieugone 169 F.3d at 773. This
Court upheld the CIA’§&slomarresponse.d. This was unsurprising, given the
lack of relationship between the CIA and the OPM] the fact that the FOIA
request at issue did not speak to any duties ambnsibilities that the two
agencies shared. As this Court notedinerican Civil Liberties Union v. CIA
Frugonestands for the limited proposition that one agemey be allowed to rely
on Glomar “despite the prior disclosure of anothenyelatedagency.” 710 F.3d
422,430 n. 7 (D.C. Cir. 2013) (emphasis adde@)low members of the IC are
hardly “unrelated” for purposes of their sharegomssibilities under IC Directive
191.

The District Court’s reliance odobley v. CIA806 F.3d 568 (D.C. Cir.
2015) was also misplaced. Mobley, the plaintiff argued that a disclosure made
by private litigants in a foreign court proceedowuld somehow constitute official

acknowledgment on the part of the FBI. 806 F.3883 This Court ruled that a

34



USCA Case #20-5045  Document #1850203 Filed: 07/06/2020  Page 44 of 76

foreign government could not waive a federal agenapility to provide a&Glomar
response.ld. Additionally, the FOIA requester “conceded” thia¢ CIA’s prior
disclosure was a mistake, and this Court underatalgdheld that “a simple clerical
mistake in FOIA processing” could not be used tsBathe official
acknowledgment testd. As this case neither involves a foreign courtaor
clerical mistake, the District Court erred in relyionMobleyto foreclose a waiver

of Glomarhere.

Il. THE IC ELEMENTS' DECLARATIONS ARE SO VAGUE AND CONCLUSORY
THAT THEY ARE LEGALLY INSUFFICIENT TO SUPPORT GLOMAR
RESPONSES

Reversal is in order in light of the legal ruletth&lomarresponses are an
exception to the general rule that agencies mustadedge the existence of
information responsive to a FOIA request and presigecific, non-conclusory
justifications for withholding that information.Roth v. U.S. Dep't of Justicé42
F.3d 1161, 1178 (D.C. Cir. 2011) (citation omittéeli)nphasis added$ee Halpern
v. FBI, 181 F.3d 279, 295 (2d Cir.1999) (“Absent a sugfntly specific
explanation from an agency, a couds novareview is not possible and the
adversary process envisioned in FOIA litigationre@rfunction.”);King v. U.S.
Dep’t of Justice830 F.2d 210, 219 (D.C. Cir. 1987) (“To acceptreadequately
supported exemption claim ‘would constitute an almement of the trial court’s

obligation under the FOIA to conductla novareview.”” (quotingAllen v. CIA
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636 F.2d 1287, 1293 (D.C. Cir. 1980))). This cdses not present the “unusual
circumstances” in which @lomarresponse is appropriate, nor do the IC
Elements’ declarations meet the legal standarcewigo‘particularly persuasive.”
Florez v. CIA 829 F.3d 178, 182 (2d Cir. 2016). The opiniololweis marked by
three principal errors, each of them an independgenind for reversal.

First, the District Court committed reversible &rby giving no
consideration at all to the legal impact of the &wment of State’s “definitive”
assertions that “the United States” lacked knowdeadfjthreats to Mr. Khashoggi.
Even if the Department of State’s statements ar@cwepted as an official
acknowledgment on behalf of the IC Elements, thilyse seriously undercut the
IC Elements’Glomarresponses that the IC Elements’ o&omarresponses
cannot meet the legal test of being “logical” olalgsible.” SeeAm. Civil Liberties
Union v. CIA 710 F.3d 422, 427 (D.C. Cir. 2013) (quotiplf v. CIA 473 F.3d
370, 374 (D.C. Cir. 2007)) (citations and intergabtation marks omitted).

Second, the District Court ignored the superfioature of the IC Elements’
declarations, in substance granting absolute deferto the IC Elements’
conclusory claims of harm to national security, whige law only affords
“substantial weight” and that only where the goveemt provides “details.'See

id.
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Third, the District Court failed to consider whetimational security or
intelligence sources and methods, or other legiBrk®IA exemption interests can
be protected by less restrictive means tGéomarresponses. The IC Elements
seem to assume that any nélemarresponse necessarityustresult in the
disclosure of intelligence details, sources andhowt. Common sense dictates
that is obviously not the case. Some responsiv@ds may not disclose such
information at all. Those that do can be redaatedhe IC Elements can
acknowledge their existence but argue for thenetaithheld altogether. Any
issues CPJ may have regarding the appropriatehésisie redactions or

withholdings would be for the District Court to ode in the first instance.

A. On The Basis Of The Department Of State’s StatemesitAlone,
The IC Elements’ Glomar Responses Fail The Legal Test Of Being
Logical Or Plausible

As set forth in Part | above, the Department ofe¢a'definitive”
statements that “the United States” had no advknowledge of the threat to Mr.
Khashoggi should be accepted as an official ackedgrhent on behalf of the IC
Elements. Office of the Spokespersbepartment Press Briefind).S.DEP T OF
StATE (Oct. 10, 2018), https://www.state.gov/briefingggdrtment-press-briefing-
october-10-2018/. Even if they are not, they stilbport reversal because they
directly contradict the IC Elements’ position aedVe them unable to demonstrate

that theirGlomarresponses are logical or plausib@f. Am. Civil Liberties Union
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v. CIA 710 F.3d 422, 429 (D.C. Cir. 2013) (finding thze CIA’s Glomar
justifications were neither logical nor plausibielight of public statements by the
President and the CIA Director).

Even where Agency A’s statement doeslmatl Agency B under FOIA, it
can so contradict Agency B that the statement bppréciable probative value in
determining, under the record as a whole, whetefustifications set forth . . .
are logical and plausible[.]"'Florez v. CIA 829 F.3d 178, 184-85 (2d. Cir. 2016)
(quotingCtr. for Constitutional Rights v. CIA65 F.3d 161, 167 (2d Cir. 2014)).
In Florez the district court had accepteémarresponse from the CIA even
though the FBI had made public disclosures thaewiectly contradictory. The
court of appeals remanded, holding that the pub$iclosures by the FBI undercut
the CIA’s argument “that the mere acknowledgembat it does or does not have
[responsive documents] would harm the national siggwr otherwise disclose
Agency methods, functions, or sourcefd’ at 185.

This is exactly the situation here. If the Depamttnof State was telling the
truth, then by definition none of the IC Elementsild have responsive documents
(at least none pre-dating the murder)—that is, rafritbem had prior knowledge
of the threat and therefore they could have hadutg to warn or any
documentation of the duty in the context of thigtipalar event. It defies common

sense to say that national security would be comjzed if the IC Elements were
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to respond to CPJ’s FOIA requests by saying whagubstance, the Department of
State has already said.

The District Court’s failure to not even consideistpoint was reversible
error. As this Court has said, in FOIA cases,uipsinary judgment may be
granted on the basis of agency affidavits if thegtain reasonable specificity of
detail rather than merely conclusory statements jfahey are not called into
guestion by contradictory evidence in the recdidemphasis added)Judicial
Watch, Inc. v. U.S. Secret Seri26 F.3d 208, 215 (D.C. Cir. 2013). “It defies
reason [for] a district court to deliberately butisyhead in the sand to relevant and
contradictory record evidence solely because tideace does not come from the
very same agency seeking to assésl@marresponse in order to avoid the
strictures of FOIA.” Florez, 829 F.3d at 187.

The District Court likewise erred in not considgrtiat the Department of
State’s statements, if nothing else, create a fegguhrticularly rigorous scrutiny
of the IC Elements’ position. For this case préséme distinct possibility that the
IC Elements are relying c@lomar not to protect national security, but to avoid
embarrassment to themselves or other governmeosact

» If the Department of State’s statements were f@senvestigative reports
by leading media organizations suggsst, e.g.Philip Bump,What We

Know About What the IC Elements Know About Jamalkskbggi’'s

39



USCA Case #20-5045  Document #1850203 Filed: 07/06/2020  Page 49 of 76

DisappearanceTHE WASH. PosT (Oct. 17, 2018),
https://www.washingtonpost.com/politics/2018/10/¢fat-we-know-about-
what-government-knows-about-jamal-khashoggis-disapmce/), then the
American people have been misled and the IC Elesneauld surely be
looking to avoid scrutiny of that fact.

» Even if the Department of State’s statements weks there is plainly a
serious risk of embarrassment to the IC Elemeng®ing beyond giving a
Glomarresponse. For to admit that they have no respemkicuments
would be to admit a serious failure of intelligenoethat the IC Elements
did not detect a grave threat to a prominent UaSeld Saudi dissident.

* The only remaining plausible possibility, CPJ retfly submits, is that
the IC Elementslid detect the threat bdid notwarn Mr. Khashoggi. They
might have failed to warn out of negligence. Thé&o might have
deliberately turned a blind eye to human rights tnedrule of law in what
they, or the White House, judged to be the highieripy of supporting an

ally that is a source of oil and of weapons purek&s This possibility too

42 Seel.A. at 272-73 (Chuck Tod@&resident Trump's Full, Unedited Interview
with Meet the PressNBC NEws (June 23, 2019),
https://www.nbcnews.com/politics/meet-the-presSplent-trump-s-full-unedited-
interview-meet-press-n1020731 (in response to tlestipns about the Khashoggi
killing, President Trump states, “I only say [theudis] spend $400 to $450 billion
over a period of time . . . all money, all jobsyimg equipment . . .. I'm not like a
fool that says, ‘We don’'t want to do business witbm.”)).
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suggests that avoidance of embarrassment, ratierigk to national

security, explains the IC ElementSlomarresponses.

Common sense suggests that each of these explan&iratheGlomar
responses is both eminently plausible and, if tdeeply embarrassing to the
United States government. Precedent makes plairittese explanations are
legally insufficient. It is crystal clear that orimation may not be classified to
“prevent embarrassment to a person, organizatioagency.” Exec. Order No.
13,526 § 1.7(a)(2), 3 C.F.R. 298, 302 (201d)Elec. Frontier Foundv. Dep't of
Justice 384 F. Supp. 3d 1, 9 (D.D.C. 2019) (citidgfeCard Servs. v. SE@26
F.2d 1197, 1200 (D.C. Cir.1991) (while “[a]gencyi@dvits are entitled to a
presumption of good faith,” that presumption may'talled into question”—as it
Is here—"by contradictory record evidence or evideaf bad faith”).

The District Court also failed to consider how gw/ernment’s posture in
the relateddpen Societjitigation in the U.S. District Court for the Soetim
District of New York further weakens the legal lzafir the IC ElementsGlomar
responses here. J.A. at 3@pen Soc'’y Justice Initiative v. CIA99 F. Supp. 3d
161 (S.D.N.Y. 2019)). I®pen Societythe CIA and the ODNI did not issue
Glomarresponses. Instead they publicly acknowledgetthiey have “records
relating to the killing of U.S. resident Jamal Khaggi, including but not limited

to the CIA’s findings on and/or assessment of theumstances under which he
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was killed and/or the identities of those respdesikl.A. at 311 Qpen Soc'y
Justice Initiative v. CIA399 F. Supp. 3d at 168ee alsal.A. at 325 (Joint Status
Letter,Open Soc'’y Justice Initiative v. GIA9-cv-00234-PAE, ECF No. 99
(S.D.N.Y. Sept. 24, 2019)). It defies logic foet€lA and the ODNI to
acknowledge in a separate litigation that they Haseords relating to the killing
of U.S. resident Jamal Khashoggi, including butlmoited to the CIA’s findings
on and/or assessment of the circumstances undehwkbiwas killed and/or the
identities of those responsible,” J.A. at 30bén Soc’y Justice Initiative v. GIA
399 F. Supp. 3d at 167), yet claim that acknowlegdhe existence or
nonexistence of records related to the duty to WwarrKhashoggi would
jeopardize national security or reveal informatarout intelligence sources or
methods.

In short, the statements by the Department of Sifaits press briefing, and
by the ODNI and the CIA in th®pen Societitigation not only contradict the IC
Elements’ position here, but suggest that the Kreints have relied on the
Glomardoctrine in bad faith. The District Court thenefshould have either
ordered the IC Elements to acknowledge the existentionexistence of
responsive records or, at the very least, to submoie detailed declaration§ee
Campbell v. U.S. Dep'’t of Justicé64 F.3d 20, 37 (D.C. Cir. 19983 amended on

denial of reh’'g(1999) (“Accordingly, we reverse the grant of suanynjudgment
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and remand the case to the district court so b®FBI can . . . justify its defenses
under exemptions 1, 7(C), and 7(D) in sufficientaddo permit meaningful
judicial review . . .”);King v. U.S. Dep'’t of Justi¢é830 F.2d 210, 214 (D.C. Cir.
1987) (“remand[ing] in order that the District Cosecure a fuller elaboration”
from the FBI on its claimed exemption).

Another approach well supported by precedent wbalébr this Court to
require the IC Elements to submit more detailedatations and/or responsive
records, should they exist, for revigmwcameraby the District Court.See5
U.S.C. 8§ 552(a)(4)(B) (granting courts discretiomdview responsive records
camerg; Mobley, 806 F.3d at 588 (this Court makes clear thastime
circumstances, district courts should condaaamerareview of allegedly FOIA-
exempt documents, as, for example, where the aftelare too conclusory to
permitde novareview of the agency exemption decision or whhegd is tangible
evidence of agency bad faith.Darson v. Dep't of Stat&65 F.3d 857, 869-70
(D.C. Cir. 2009) (noting thah camerareview is available to the district court if .
.. “Iitis needed ‘to make a responsidie novodetermination on the claims of

exception™ and citing the failure to “provide spezinformation sufficient to
place the documents within the exemption categaryritradictory record
evidence, and evidence of bad faith as reasonsrhtvarrant inspectiom

camerg (quotingJuarez v. Dep’t of Justic®18 F.3d 54, 60 (D.C. Cir. 2008) and
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Hayden v. Nat’'| Sec. Agency/Cent. Sec. $é68 F.2d 1381, 1387 (D.C. Cir.
1979)). In camerareview could be part of the relief ordered by @murt if it does

not simply reverse.

B. The IC Elements’ Conclusory Declarations Fall ShortOf The
Legal Standard That Glomar Reliance Should Be Limited,
Exceptional, And Supported By Persuasive Details

1. Across The Board, The District Court Simply Acceptd The
Government’s Conclusory Assertions Without Applying
The Legally Required Scrutiny

Whatever deference may be due in appropriate F@bggto an intelligence
agency'’s claim of potential harm to national sagusuch “deference is not
equivalent to acquiescence”—yet such acquiescena®at the District Court
essentially extended her€ampbell v. U.S. Dep’t of Justic&64 F.3d 20, 30
(D.C. Cir. 1998). The legal errors below in tregard were numerous:

First, the legally appropriate approach is to pilevsome deference and
“substantial weight” only if the agencies have pded specific details to support
their positions.Campbell v. U.S. Dep’t of Justicé64 F.3d at 30 (noting that to
warrant substantial weight, the agency declaratioast be sufficient “to afford
the FOIA requester a meaningful opportunity to estitand the district court an
adequate foundation to review, the soundness okitidnolding” (internal
guotation marks omitted)). Here, the agency datlams are illogical, conclusory,

and lacking in detail. Accordingly, the IC Elemgihiave not earned even the
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“substantial weight” degree of deference that @u&irt has said is sometimes
justified. As explained above, the IC Elementsttaaddress the contradictory
statements made by the Department of State, the &idthe ODNI which
suggests bad faithSee id(noting a declaration is insufficient for the poses of
applying substantial weight on the issue of natieeaurity if it “lack[s] of detalil
and specificity,” was made in “bad faith,” or “f] to account for contrary record
evidence.”). The IC Elements also completelytiaiéxplain why, given the many
plausible factual scenarios that would produceassive records and yet would
not entail disclosure of specific intelligence distaslomarresponses are
warranted and are not overly broad or extreme. eikample, agency employees
may have emailed to share a news article inqualmgut the duty to warn Mr.
Khashoggi. See, e.g.Josh MeyerThe CIA Sent Warnings to at Least 3
Khashoggi Associates About New Threats From Sauadhi&d TIME (May 9,
2019), https://time.com/5585281/cia-warned-jamadtioggi-associates/.
Similarly, assume that an employee at one of tlemeigs wrote an email that
referenced the duty to warn Mr. Khashoggi, or nwewad in general terms a prior
awareness of the threat to his life. Any purpohiadn to national security or
intelligence interests from disclosure of such dsnaobuld easily be addressed
through redaction of sensitive details. Accordyngihere should have been no

“substantial weight” applied in favor of the IC Eients.
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Second, even assuming such weight was warrantedigtrict Court’s
unquestioning acceptance of the agencies’ barelusory arguments on the issue
of harm to national security is more akin to abtsolleference than substantial
weight. Campbell v. U.S. Dep't of Justicé64 F.3d at 30 (stating that in the
national security context, declarations merit “¢ahsal weight,” yet noting that
“deference is not equivalent to acquiescence”g(mdl citation omitted). The
District Court here applied no serious scrutingt@ad it merely restated and
adopted the IC Elements’ arguments. For exampté, nespect to the FBI, the
District Court stated:

And the FBI says it and the other Intelligence Ages' positions are

necessary because once the use or non-use ofce swunethod “in a

certain situation or against a certain target” ublj, “its continued

successful use is seriously jeopardized.” . .o ti& Intelligence

Agencies have shown “the untoward consequencescthdtl ensue

were [they] required either to confirm or deny staénts made by
another agency.” . . . This assessment is due tautiEl weight.”

J.A. at 350 (internal citations omitted).

Here and throughout its opinion, the District Cduetaited the IC Elements’
mere mention of national security as an impenegrahield.

Glomarresponses are impermissible here because thépstiéed only in
unusual circumstances, and only by a particulaghgpasive affidavit.”"Florez v.
CIA, 829 F.3d 178, 182 (2d Cir. 2016) (internal guotaimarks omitted)see also

Am. Civil Liberties Union v. CIA710 F.3d 422, 426 (D.C. Cir. 2013) (quoting
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Roth v. U.S. Dep’t of Justicé42 F.3d 1161, 1178 (D.C. Cir. 2011){{bmar
responses are an exception to the general ruldand] are permitted only when
confirming or denying the existence of records wlatdelf cause harm cognizable
under a FOIA exception.” (internal quotation madksitted)). Each IC Element’s
declaration must “explain[] in as much detail asgble the basis for [the
agency’s] claim that it can be required neithecdaafirm nor to deny the existence
of the requested recordsWilner v. NSA592 F.3d 60, 68 (2d Cir. 2009) (quoting
Phillippi v. CIA 546 F.2d 1009, 1013 (D.C. Cir. 1976)). “[C]orsnuy affidavits
that merely recite statutory standards, or arelpwague or sweeping will not . . .
carry the government’s burdenl’arson v. Dep’t of Stajb65 F.3d 857, 864 (D.C.

Cir. 2009). The IC Elements have failed to prosdéficient explanation here.

2. Declaration-By-Declaration Review Confirms That ThelC
Elements Did Not Carry Their Burden Of Supplying
Persuasive Details

CPJ asks only that this Court apply fair and oljecsécrutiny to each of the
IC Elements’ declarations. That objective reviemmwnstrates that none of the
declarations here satisfy the IC Elements’ burdegieimonstrate, with persuasive
details, why the mere acknowledgment of the exeaar nonexistence of
responsive records would reveal intelligence aatisj sources, or methods, cause
harm to national security, or otherwise fall witloine of the FOIA exemption

statutes.See5 U.S.C. § 552(a)(4)(B) (“[T]he burden is on theagy to sustain its
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action [of withholding a record under the statedragtion]”); Am. Civil Liberties
Union v. U.S. Dep’t of Def628 F.3d 612, 619 (D.C. Cir. 2011) (summary
judgment is only warranted, on the basis of ardaffit alone, “[i]f an agency’s
affidavit describes the justifications for withhald the information with specific
detail, demonstrates that the information withHelgically falls within the claimed
exemption, and is not contradicted by contrary enae in the record or by
evidence of the agency’s bad faithBlec. Frontier Found. v. Dep't of Justicg84
F. Supp. 3d 1 (D.D.C. 2019) (demanding supplemdmtafing on aGlomar
response as the FBI had failed to adequately yustifnder the claimed

exemption).

(a) ODNI
In the ODNI’s declaration, the District Court ernadaccepting the ODNI’'s
assertions “that confirming the existence of resomdated to Khashoggi could
alert targets that ‘specific elements’ of the ligelnce Community are employing

‘certain intelligence sources or methods . . .dllect information on them™ and
that confirming the nonexistence of documents “cord the success of any
evasive techniques” by identifying areas in whicéh ODNI and the IC may lack

interest. J.A. at 349-50. The ODNI declaraticckfaany detail to support these

assertions.
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With respect to Exemption 1, it is simple logicttaaknowledging that
responsive records do or do not exist would noessarily disclose any
information that “could reasonably be expectedaose identifiable or describable
damage to the national security.” Exec. Order N;526 § 1.4, 3 C.F.R. 298, 300
(2010). The ODNI asserts that acknowledging thistemce or nonexistence of
records could somehow alert an individual who “r@ared Mr. Khashoggi and
very specific information about him . . . that thegre being surveilled during a
specific period of time and what method the IC wsifig to surveil them,” J.A. at
70 (ODNI Decl.), without explaining why. Particulaformation cannot be
intuited by a general acknowledgment that a docanmvé&h unknown contents
exists. Responsive records, should they exisidduave been developed from
numerous sources, and could be disclosed or desddariba manner that does not
compromise any legitimate national security intexed o the extent that such
information may be revealed in thententsof such documents (should they exist),
then the ODNI may make redactions or withhold tbeuwments as appropriate. As
such, the ODNI may not rely on Exemption 1 as aslfas its Glomarresponse.

For the same reasons, with respect to Exemptitmee3DDNI does not
provide any detail as to how acknowledging thetexise or nonexistence of

records related to the duty to warn Mr. Khashoggld reveal any information
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about the types of intelligence sources and metBedsion 102A(i)(1) of the

National Security Act is meant to protect.

(b) NSA

The District Court erred in describing the NSA Reation as “not[ing] the
specific threat to its Signals Intelligence actest sources, and methods if a
confirmation or denial is required.” J.A. at 38@iQg J.A. at 92 (NSA Decl.)).

On objective review, the declaration provides nohsspecificity. Rather, it simply
asserts in entirely conclusory fashion that cordition or denial of the existence of
responsive records “would necessarily indicateettistence of underlying
intelligence information relating to a threat tpaticular individual (Jamal
Khashoggi) during a particular time frame (the pénpreceding his death).” J.A.
at 92 (NSA Decl.).

Yet all the NSA describes, as that statement ofads concedes, is the
“existence of underlying intelligence” on threatsMr. Khashoggi, not the
particular intelligence activities, sources, or hegts used to gain that intelligence.
Id. The NSA'’s claim that to acknowledge even in gahtarms the existence of
that underlying intelligence could “reasonably kpexted to cause ‘exceptionally

grave damage,” to national security, as is imphgdts reliance on Executive

Order No. 13,526, is likewise conclusory—and facied at best, coming over
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one year after Mr. Khashoggi's death, and in anrenment where his death and
related intelligence activities have already reedienormous public scrutinyd.

For the same reason, the NSA cannot rely on Exemgtito support its
Glomarresponse. ltis utterly implausible for the N®Passert that particular
“intelligence sources and methods” would necesshglrevealed by
acknowledging the existence or nonexistence of sheeus as required under
Section 102A(i)(1) of the National Security Act0 B5.S.C. § 3024(i).
Furthermore, CPJ has not even requested informandiany function of the
National Security Agency, or any information widgspect to the activities thereof,
or the names, titles, salaries, or number of thieques employed by such agency.”
50 U.S.C. § 3605(a) (2018ee Founding Church of Scientology v. N6XO F.2d
824, 829 (D.C. Cir. 1979) (internal citations omnit} (while “the legislation’s
scope must be broad in light of the [NSA’s] highlicate mission . . . a term so
elastic as ‘activities’ should be construed withs#gvity to the ‘*hazard(s) that
Congress foresaw™).

The NSA'’s argument that it need not confirm or démg/existence of
responsive records to Part 2 of CPJ’s FOIA requastause 18 U.S.C. § 798
makes it illegal to “make[] available to an unautihed person . . . any classified
information . . . concerning the communication lirgence activities of the United

States or any foreign government,” is likewise wbng. 18 U.S.C. § 798(a)(3).
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The statute defines “communication intelligencdsgaknown as COMINT) as “all
procedures and methods used in the intercepticomimunications and the
obtaining of information from such communicatiorysdbher than the intended
recipients.” 18 U.S.C. § 798(b) (2018) . The NBéclaration asserts that the
existence or nonexistence of responsive recordsiftiueecessarily confirm that
NSA collected relevant COMINT” or conversely “akaar dearth of COMINT.”
J.A. at 97-98. The broad nature of Part 2 of CPO$A Requests makes it
implausible that acknowledging the existence orexistence of responsive
documents would itself reveal any information abietNSA’'s COMINT
capabilities as information about threats to Mrakloggi could have been
gathered in ways other than through communicatterception. The NSA could

have received a tip, a direct report, or a refdraah another IC element.

(c) CIA

The District Court also erred in its cursory reviefithe CIA Declaration.
The CIA may not rely on FOIA Exemption 1 as a bésists Glomarresponse,
because acknowledging the existence of recordsdvmntl “tend to reveal . . .
targets of intelligence collection at a given pomtime,” as the CIA asserts, given
that the CIA could have come across intelligenca mumber of ways beyond
affirmative targeted intelligence collection. Ja&.125 (CIA Decl.). For example,

it is possible that information about threats ta KMihashoggi's life could have
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come into the CIA as a tip or direct report. Iedmot follow that the only way for
the CIA to have gained intelligence is through siltance or targeted intelligence
collection.

Furthermore, the CIA cannot shield the mere faat ithhas intelligence
relevant to the threats to Mr. Khashoggi’s life tlaes agency has already publicly
confirmed the existence of CIA intelligence on Kleshoggi killing. The CIA’s
Press Secretary Timothy Barrett already publiclyfitmed that the agency briefed
both “the Senate Select Committee on Intelligemzk@ngressional leadership on
the totality of the compartmented, classified iligeince” related to Mr.
Khashoggi®® The CIA report to the U.S. Senate led Republanator Lindsey
Graham to tell reporters, “[y]Jou have to be willjublind not to come to the
conclusion that this was orchestrated and orgarbgqueople under the command
of [Crown Prince Mohammed bin Salmai}."Therefore, the mere
acknowledgement of records related to the dutyaomvir. Khashoggi of

Plaintiff's request would not disclose additionahApublic details about the CIA’s

43 SeeRebecca Khee(Graham threatens to abstain from voting until CIA

briefs Senate on Khashogagi killingHe HiLL (Nov. 28, 2018, 2:19 PM),
https://thehill.com/policy/defense/418730-grahame#tens-to-withhold-vote-
until-cia-briefs-senate-on-khashoggi-killing.

“  SeePatricia Zengeraléop Senators Briefed by CIA Blame Saudi Prince for
Khashoggi DeathReEUTERS (Dec. 4, 2018), https://www.reuters.com/article/us
saudi-khashoggi-cia/top-senators-briefed-by-ciari@esaudi-prince-for-
khashoggi-death-idUSKBN10O32BR.
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intelligence activities, sources, or methods anghigely to cause damage or harm
to national security.

With regard to FOIA Exemption 3, the CIA Declaratimerely asserts, but
does not show, how “the existence or non-existefcecords reflecting a
classified connection to the CIA in this matter Wbreveal information that
concerns intelligence sources and methods.” 3.A26. The CIA has not
demonstrated how confirming or denying that resp@nsecords exist would itself
reveal any information about specific intelligersmirces and methods as required
for invoking Section 102A(i)(1) of the National Seity Act as a basis for FOIA

Exemption 3.

d) FBI

The District Court also erred by accepting the BBtlaration, in particular
its statement that “once the use or non-use ofiecemr method ‘in a certain
situation or against a certain target’ is publits continued successful use is
seriously jeopardized.” J.A. at 350 (citing Ja&.158 (FBI Decl.)). That
conclusory argument might be appropriate for defenthe non-production or
redaction of a document that actually identifiearce or method, but it makes
little sense as the justification foiGlomar response. Merely confirming or
denying the existence of responsive documents woesiake information public

at all.
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With respect to Exemptions 1 and 3, the Districu€ainquestioningly
accepted the FBI's assertion that merely acknovihepthe existence or
nonexistence of responsive records, without moseutd tend to confirm or
disprove the use of a specific intelligence mettwdollect information concerning
Jamal Khashoggi.” J.A. at 157 (FBI Decl.). Yet #BI's assertion is, with
respect, simply lacking in any logical sense. FBédoes not and cannot explain
how specific intelligence methods could be gleainech acknowledging the fact
that documents do or do not exist. A meaningfspasmse to CPJ’s FOIA requests
does not require the disclosure of any intelligemctvity, method, or source; CPJ
only requested documents related to the duty tmw&ince acknowledging the
existence or nonexistence of documents would n@&aleany actual information in
possession (or not in possession) of the FBI,im@ausible that a person could
infer “the FBI's acquisition and reliance omparticular intelligence activity,
source, or method.” J.A. at 158 (FBI Decl.) (engpbadded). Therefore, the FBI
may not rely on FOIA Exemption 1 nor may it rely BrRemption 3 in support of
its Glomarresponse.

ok ok k%

It should be underscored that reversal and remarawiould not require

that the IC Elements dump out their files indisenately to CPJ. This Court

could direct the District Court to order the IC BElkents to submit more detailed
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declarations, with instructions to the District Coio apply the appropriate
scrutiny. Depending on the level of detail that 6 Elements provide in revised
declarations, it may be appropriate for the Dist@ourt to review the declarations
in cameraalong with responsive records, should they exist.

This Court could also direct the District Courtoialer the IC Elements to
acknowledge the existence or nonexistence of resp®mnecords and/or release
responsive records, should they exist. If resp@ns@cords are released, any
legitimate national security interests in this ceseld be protected by the IC
Elements redacting or withholding specific docurserfsuch redaction and
withholding are time-honored tools in an agencyGiA toolkit. See, e.gPeople
for the Ethical Treatment of Animals v. U.S. Dejf’Health and Human Serys.
901 F.3d 343 (D.C. Cir. 2018) (affirming that thgeeacy’s redactions were
appropriate to protect confidential informatiodjidicial Watch, Inc. v. Nat'l
Archives & Records Admin876 F.3d 346 (D.C. Cir. 2017) (affirming that the
agency’s withholding of records was appropriateegithe serious privacy
concerns)Clemente v. FBI867 F.3d 111 (D.C. Cir. 2017) (affirming that the
agency’s withholding of records was appropriateauriie law-enforcement

exemption). They are the proper tools for thewistances of this case.
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CONCLUSION

For the foregoing reasons, the District Court’'sgpneént should be reversed
and remanded. On remand, the District Court shbelthstructed to direct the
four IC Elements to acknowledge the existence oerstence of responsive
records to each of CPJ’'s FOIA Requests 2,3, aidl #lease responsive records
(should they exist); and to subriaughnindices explaining any redactions or
withholdings. Vaughn v. Roser84 F.2d 820 (D.C. Cir. 1973)ert. denied415
U.S. 977 (1974) (definingaughnindices requirements). Alternatively, the
District Court should be instructed to require lGeElements to submit more
detailed declarations in support of th&ilomarresponses, particularly in light of
the Department of State’s statements. The Dighazirt also should be instructed
to preserve CPJ’s ability to challenge further Witllings or redactions and the
sufficiency of additional declarations.

[signature page follows]
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ADDENDUM
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ADDENDUM
5 U.S.C. § 552. Public information; agency rulggnmns, orders, records,
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5 U.S.C. § 552. Public information; agency rules,pmnions, orders, records,

(@)

*k*

*k*

*k*

(b)

3)

(4)

(1)

and proceedings

Each agency shall make available to the publicrmédion as follows:

(A)

(B)

*** [E]xcept as provided in subparagraph (E), eagjency, upon any
request for records which (i) reasonably descrsued records and
(i) is made in accordance with published rulesisgathe time, place,
fees (if any), and procedures to be followed, simalke the records
promptly available to any person.

On complaint, the district court of the United $&in the district in
which the complainant resides, or has his pringipete of business,
or in which the agency records are situated, ¢nenDistrict of
Columbia, has jurisdiction to enjoin the agencyrravithholding
agency records and to order the production of geyey records
improperly withheld from the complainant. In suchbase the court
shall determine the matter de novo, and may exathmeontents of
such agency records in camera to determine whstlodr records or
any part thereof shall be withheld under any ofd¢kemptions set
forth in subsection (b) of this section, and theden is on the agency
to sustain its action.

This section does not apply to matters that are—

(A)

specifically authorized under criteria establishgcan Executive
order to be kept secret in the interest of natioiednse or foreign
policy and (B) are in fact properly classified puast to such
Executive order;
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(3) specifically exempted from disclosure by statutéa€othan section 552b
of this title), if that statute—

(A)

(i)  requires that the matters be withheld from the ijoublsuch a
manner as to leave no discretion on the issue; or

(i)  establishes a particular criteria for withholdingefers to
particular types of matters to be withheld; and

(B) if enacted after the date of enactment of the OFBEINA Act of 2009,
specifically cites to this paragraph.
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Executive Order No. 13,526
December 29, 2009

This order prescribes a uniform system for clagsifysafeguarding, and
declassifying national security information, indlugl information relating to
defense against transnational terrorism. Our destiogrinciples require that the
American people be informed of the activities @itlGovernment. Also, our
Nation’s progress depends on the free flow of imfation both within the
Government and to the American people. NeverteBetbsoughout our history,
the national defense has required that certainnmtion be maintained in
confidence in order to protect our citizens, ounderatic institutions, our
homeland security, and our interactions with fonengtions. Protecting
information critical to our Nation’s security andmonstrating our commitment to
open Government through accurate and accountapleafon of classification
standards and routine, secure, and effective dafitadion are equally important
priorities.

NOW, THEREFORE, I, BARACK OBAMA, by the authorityested in me as
President by the Constitution and the laws of thédd States of America, it is
hereby ordered as follows:

Section 1.1.Classification Standards.

(@) Information may be originally classified under teems of this order only if
all of the following conditions are met:

(1) an original classification authority is classifyitige information;

(2) the information is owned by, produced by or forjsounder the control
of the United States Government;

(3) the information falls within one or more of the egdries of information
listed in section 1.4 of this order; and

(4) the original classification authority determineattthe unauthorized
disclosure of the information reasonably could kgeeted to result in
damage to the national security, which include&ed against
transnational terrorism, and the original clasatfien authority is able to
identify or describe the damage.

(b) Ifthere is significant doubt about the need t@sity information, it shall
not be classified. This provision does not:

A-4
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(1) amplify or modify the substantive criteria or prdoees for
classification; or
(2) create any substantive or procedural rights sulpejctdicial review.

(c) Classified information shall not be declassifietbaatically as a result of
any unauthorized disclosure of identical or simifdormation.

(d) The unauthorized disclosure of foreign governmefdrimation is presumed
to cause damage to the national security.

*kk

Section 1.4 Classification Categoriesinformation shall not be considered for

classification unless its unauthorized disclosureld reasonably be expected to

cause identifiable or describable damage to thematsecurity in accordance
with section 1.2 of this order, and it pertain®t@ or more of the following:

*k*

(c) intelligence activities (including covert actiomitelligence sources or
methods, or cryptology;
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Intelligence Community Directive 191

*k*

B.

(U) PURPOSE

1. (U) This Directive establishes in policy a congsteoordinated
approach for how the Intelligence Community (IC)lwrovide
warning regarding threats to specific individualgomups of
intentional killing, serious bodily injury, and kdpping.

2. (U) This Directive is not intended to, and does wotate any right or
benefit, substantive or procedural, enforceablavator in equity, by
any party against the United States (U.S.), itsadepents, agencies,
or entities, its officers, employees, or agentsaror other person.

(U) APPLICABILITY

1. (U) This Directive applies to the IC as definedtbg National
Security Act of 1947, as amended; and to such elesred any other
department or agency as may be designated an dlefriée IC by
the President, or jointly by the Director of Natdintelligence (DNI)
and the head of the department or agency concerned.

*k*

(U) DEFINITIONS

1. (U) Duty to Warnmeans a requirement to warn U.S. and non-U.S.
persons of impending threats of intentional killisgrious bodily
injury, or kidnapping.

2. (U) Intentional Killing means the deliberate killing of a specific
individual or group of individuals.

3. (U) Serious Bodily Injurymeans an injury which creates a substantial
risk of death or which causes serious, permanafigdrement or
impairment.

4. (U) Kidnapping means the intentional taking of an individual cougp
through force or threat of force.

A-6
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E.  (U) POLICY

1.

(U) An IC element that collects or acquires creglifhd specific
information indicating an impending threat of inienal killing,
serious bodily injury, or kidnapping directed giexson or group of
people (hereafter referred to as intended victima)ldhave a duty to
warn the intended victim or those responsible fotgrting the
intended victim, as appropriate. This includegals where the target
IS an institution, place of business, structurdpoation. The term
intended victimncludes both U.S. persons, as defined in EO 12333
Section 3.5(k), and non-U.S. persons.



